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X1

/M : IThreat Intelligence Index 2025] Share of attacks by industry, 2023-2024
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3. [SMKLEX=VUT 4] FEOBE
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R) WCHSE, BIETHICK T 58X 2 U7 4 xR OBURILIE & k72 F kot B e L
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HARGEEAR
. HLEERR : Microsoft Word — SMKL White paper Factory_introduction ver—

sionl_0_english. docx
HEZER : Microsoft Word — SMKL_White_paper vl 0 _chinese. docx

AKHAEZHITT S IAF (Industrial Automation Forum) (%, BliE¥ o —4— v g L FEHIC
T 7 G il & o AT ABEORYE - WhZHEL TV, TOEHO B E L TSMKL 7'r Y=
7 FEBRBELTCHET, SMKL 1%, TV Z/UbanEmae aifiib L, e - EHEE - BiGEE
5+ Sler » ToT R Z—72 ENEHTE 2 BB AR L TWET, ZOUREL LT [SMKL &%
2T 4] BRI E L,

ZO ISMKL B2V T ¢ 1%, KE 3.1 BELU 3.2 TRT 2 SOBAZSIEICKESNTE
D, ZHHIEFEMOBEHT A FTA4 NZRLNRVWINE OFFE EE 2 T ET,

3.1 F/IMEEOCBBTHHZLEXR 2 T A EOHREREEL BT

THCB T X2V 7T oxtkEX, [TIHENOEERAE - BEEEL2EX2 VT 0V RS
#%Tétb@ﬁwmﬁj%hbiﬁo_n X, RIERAZR HEIRIE, v AT LERIZES
T DI R, AT O, AMERK - BE R E, 2RO 2EBEZENGENET, b
ORITEIZXT L TiE, SfENR RS EBENIC B ERN T AR I TWET, RENRLD L LT,
1EC62443 73 E DEERIE . H D WVITET « ERERIEE LEENEHIZ T b E T,

Ll T D OIFERMKIIZEARER EMEL TV D720, BEZ 2 TR~ LI LiE
LIEFIHEIC L » TIBMBESEE L <. EERIOHRZH L BRI rad EoREITAIE, EZETE
X2 VT4 ZRTEL00] BN IOV EWIERHY £3, (FK1ZH)


https://iaf.mstc.or.jp/wp-content/uploads/2022/07/SMKLv1.pdf
https://iaf.mstc.or.jp/wp-content/uploads/2022/07/SMKL_White_paper_v1_0_english.pdf
https://iaf.mstc.or.jp/wp-content/uploads/2022/07/SMKL_White_paper_v1_0_english.pdf
https://iaf.mstc.or.jp/wp-content/uploads/2022/07/SMKL_White_paper_v1_0_chinese.pdf

# 1 IEC62443 2V — XD A&
(2025 4 4 A B S TRITEN TV S 1EC62443 DIEEALELENTIR L., DL D)

N "

LIMIEESE 62443-1-1  FBE. #EBLUTETN(Terminology, concepts and models) 2009
General 62443-1-5  IEC62443t7 1105 JOIPA DAL —h(Scheme for IEC62443 security profiles) 2023
62443-2-1  IACSPRy—T—0kOtF 17405 EKEIE(Security program requirements for IACS asset owners) 2024
AU~ FIE 62443-2-2  IACStF1UTREAT—A(IACS security protection scheme) 2025
Policies & Procedures 62443-2-3  TACSERIEAIN)(vF EH(Patch management in the TACS environment) 2015
62443-2-4  TACSH-t A /49341074705 hERZEIB(Security program requirements for IACS service providers) 2023
62443-3-1  EEBA-M-SaVBLUEE AT A0t 1U7EHi( Security technologies for IACS) 2009
;Jéz_;% 62443-3-2  SAFLESOUFIVTURTP AL N System risk assessment for system design) 2020
62443-3-3  YATAPFIUAHEBREESLUTT 17 L AL (System security requirements and security levels) 2013
TR—Zk 62443-4-1  TEOEBEFESA YA ZRFIE(Secure product development lifecycle requirements) 2018
Component 62443-4-2  IACSTVih—#> MD#iHI 117 KBIE( Technical security requirements for IACS components) 2019
S 62443-6-1  IEC62443-2-40]-Dt+ 117 (3Hfi /5 %58 (Security evaluation methodology for IEC62443-2-4) 2024
Evaluation Methodology  §2443-6-2  IEC62443-4-200c8htrE1!7 435338 (Security evaluation methodology for IEC62443-4-2) 2025

REBRGTEX 2 7 A BIEOIEHANEE LWL SN D BRI To®mY T
(1) BF=2 U7 4 BIRCBET2FMARENZH STV D,
(2) ZMEEZ A D 72D, BIERIERITEMETH D,

(3) FEpd+ _X=IHEMNELL . BN E2DINHEE, Security Level, Protection Level, Ma-
turity Level OBHRMENEIEANZEHE LS BV, (M2 )

(4) BALTORMEAEEL <. HEREHY 726 3R 205 R,

S PLO
a@ﬁﬁﬁw{%ﬂ%mém

SL0 SL1 SL2 SL3 SL4

Rating of automation solution measures
BEnbY)1—> 3 0 SROH

Rating of
operational and

aintenance

measures

X 2 IEC62443-2-2 |ZE2# D Security Level (SL) & Maturity Level ML) IZ X W HE S5 Pro-
tection Level (PL) ®BE{&

T OBRITEA 2R IEREME A2 AR L TN D726, iR RO M 7 BIAR M O PRAR S L —
Pzt oTRERAMLERY | FBRE L THHROEMICEALERNEEL DRI THA,
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Zadak LIRN Db, FEEOTHEITEERUWIRILARE D TV ET,

COXDeEERE A, PUMEE, FRICRERSE TUASITTEN TE 2RO 20 £
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3.2 SMKL DR ENLETIEOEX 2 U T ¢ HEORBE 5 A4k
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e
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LyL | AR Rk

a T — & W E | BEE IS BECHE R T — X ZEFIICIUE - B,
(Collecting)

b Bz 2 b | 745KV T 7 THEER,
(Visualizing)

c B 2 5 LAl oY — Vv EEHLCHELOERZ 2L, HE)hA
(Analyzing) H,

d 7 Z2 5 b | AL R EERIER L, 2RI T OWEBLE L EES AT LR
(Optimizing) | fii. A~HE/Z 4 — Ky 7,

KT —ZINELZ LTV RUVREBIZ L ~L 0
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SMKL D& BEXFG L~L (Biil) 13, SMKL Z il 2 M I Ic Lo TRENTE £,
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